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biological and chemical weapons: time for a reality check? Robin Coupland
and Dominique Loye, International Review of the Red Cross, Volume 91,
Number 874, June 2009.

Nuclear Weapons and International Humanitarian Law; Information
Note 4, ICRC, February 2013.

“The end of hostilities and the future tasks of the Red Crosss , Circular
Letter No. 370 to the Central Committees of the Red Cross Societies, 5
September 1945, Report of the International Committee of the Red  Cross
on its Activities during the Second Wotld War, ICRC, Geneva, May 1948,
Vol. I, pp. 688-690.
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Climate Effects of Nuclear War and Implications for Global Food Production, Information
Note 2, ICRC, February 2013.

International assistance for victims of use of nuclear, radiological, biological and chemical
weapons: time for a reality check? Robin Coupland and Dominique Loye, International Review
of the Red Cross, Volume 91, Number 874, June 2009.

Nuclear Weapons and International Humanitarian Law, Information Note 4, ICRC, February 2013.

“The end of hostilities and the future tasks of the Red Cross”, Circular Letter No.370 to the
Central Committees of the Red Cross Societies, 5 September 1945, Report of the International
Committee of the Red Cross on its Activities during the Second World War, ICRC, Geneva,
May 1948, Vol. 1, pp.688-690.

International Court of Justice, Legality of the Threat or Use of Nuclear Weapons, Advisory
Opinion, 8 July 1996.

Statement of the ICRC at the United Nations General Assembly, 51st session, 19 October 1996.

See notably: Fourth report on international humanitarian law and the challenges of
contemporary armed conflicts, document prepared by the ICRC for the 32nd International
Conference of the Red Cross and Red Crescent, Geneva, October 2015. https://www.icrc.org/

en/document/international-humanitarian-law-and-challenges-contemporary-armed-conflicts

10 “World at a turning point: heads of UN and Red Cross issue joint warning”, 30 October

11

2015, https://www.icrc.org/en/document/conflict-disaster-crisis-UN-red-cross-issue-warning
“Respect the law of war”, statement by Peter Maurer, president of the ICRC, 30 October

2015, https://www.icrc.org/en/document/peter-maurer-respect-laws-of-war

12 There are up to date 196 States parties to the Geneva Conventions, which makes the most

universal international treaties.

13 The ICRC has been visiting detainees to monitor their conditions of detention for more

than 140 years, with the aim to prevent forced disappearances, extra-judicial executions, ill-
treatment, and failure to respect fundamental judicial guarantees. We also strive to ensure that
the dignity and well-being of detainees are respected and their conditions of detention are in
line with laws and internationally recognized standards. People held in connection with armed
conflict or other situations of violence are our top priority, because their (real or supposed)
allegiance to an opponent of the authority detaining them may well put them at greater risk.
But wherever we can, we help all detainees in a particular place of detention, with a particular

focus on those who are most vulnerable.
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on humanitarian norms, influence broader humanitarian debates and to secure commitment
for greater humanitarian impact.

On these shores, the ICRC Mission in Tokyo will continue to organize events
and look for various ways to foster better understanding and knowledge of humanitarian
issues and IHL. For example, the ICRC collaborated with the organizers of the Short
Shorts Film Festival Asia to show, for the first time this year, a selection of short
documentaries or films dealing with issues related to conflicts and their consequences,
in a new section entitled “War and the Power to Live”, for which we hope to create a
“Red Cross award” in the near future. The Japanese manga “Zaza the Child Soldier”, just
released last October in bookstores throughout Japan, is the fruit of our collaboration with
Gakken, a publisher well-known for its high standard educational books, and Mr. Kenichi
Oishi, an established scenarist of successful manga, who stayed with ICRC teams in the
Democratic Republic of Congo during two weeks to research and find inspiration for his
script. This unique and entertaining way of story-telling will help sensitize the Japanese
general public, especially young people, to difficult but real issues, such as forced
recruitment into armed groups, sexual violence and other abuses, faced daily by other girls
and boys of their age during armed conflicts.

Moreover, the ICRC collaborated with Kyoto University and Kyoto University
Museum to organize academic events and a photographic exhibition on the plight of
millions of WWII soldiers from different nationalities taken prisoners and detained in
Asia, Europe, North America and northern Africa, together with thousands of civilians
interned on grounds of their nationality or origin. We sought to show, through these
70 years old photographs of prisoners of war in their daily lives, that the experiences,
suffering and needs of detainees are the same throughout countries and time."

Another “fun” way for Japanese university students to learn about IHL, while
testing their communication and debating skills in English, is to participate in the annual
ITHL Moot Court competition national round. This year, the competition was hosted by
Waseda University and brought together four teams of young talented students from
Doshisha, Ritsumeikan, Waseda, and Yokohama City universities. Doshisha won the

national round and will represent Japan at the Asia Pacific IHL Moot Court Competition
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in Hong Kong next year.

Last but not least, the strong partnership with the Japanese Red Cross will
remain a steady feature of the ICRC Mission in Tokyo. Together, we work to raise public
awareness in Japan on humanitarian issues and our neutral, impartial and independent
humanitarian action. On the international level, many highly skilled professional JRCS
doctors, nurses and other specialists, work in ICRC hospitals or surgical teams in countries
affected by conflict or other situation of violence, such as Afghanistan, South Sudan,
or Myanmar, during 3-6 months assignments. They too contribute to inform the media,
public and colleagues by sharing their field experiences upon their return in Japan. The
ICRC also seeks to employ more Japanese nationals to work abroad as ICRC delegates
and we are encouraged to see, little by little, an increasing number of students and young
professionals interested in working with international humanitarian organizations.

My first year as ICRC Head of Mission in Tokyo will have been a full and
enriching experience. Besides all the interesting projects our office is busy with, getting to
know Japanese culture and discovering different parts of the country, I met many friendly
and kind people, who expressed a profound love for nature and their land, and showed
a great dedication in their work. I will always take with me the image of this elderly
gentleman in Tohoku, who gave us some delicious strawberries from the farm he had rebuilt
from scratch with a few other colleagues following the great eastern triple disaster. He
was glowing with pride but at the same time concerned about who can take over the farm.
He reminded me of other stories and faces of women and men I had met in the countries
where I worked with ICRC (Armenia, Chad, Columbia, Philippines, Russia, Rwanda, Sierra
Leone, Sri Lanka, Ukraine, etc.), who were facing tremendous adversity, whether due to
natural or man-made disasters, with such dignity and courage. These memories are for me
the strongest motivation for accomplishing the fundamental mission of the Red Cross: seek

ways to help alleviate their suffering, in this world that is perhaps at a turning point.

note

1 The Effects of Nuclear Weapons on Human Health, Information Note 1, ICRC, February 2013
& Long-term Health Consequences of Nuclear Weapons, Information Note 5, ICRC, July 2015.
2 Respectively on 4-5 March 2013, 13-14 February 2014, and 8-9 December 2014.
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are not, or cannot be, directed at a specific military objective, or that have effects that
cannot be limited, are prohibited. Nuclear weapons are designed to release heat, blast and
radiation, and can disperse these forces over very wide areas as we have seen in Nagasaki
and Hiroshima, raising questions as to whether such weapons can be directed at a specific
military target. Furthermore, given the variety of factors influencing the effects of nuclear
weapons, it would probably not be possible to control or limit the consequences on
civilians and civilian objects, as required by IHL. Serious issues are similarly raised by
the rule of proportionality in attack, which requires that the concrete and direct military
advantage anticipated outweigh the foreseeable incidental impact on civilians. The ICRC’s
view is that the party intending to use nuclear weapons would have the responsibility to
take into account not only the immediate deaths, injuries and damages, but the foreseeable
long-term effects of exposure to radiation as well. Thirdly, the obligation to take all
feasible precaution in attack requires that, in the conduct of military operations, constant
care be taken to minimize incidental loss of civilian life, injuries and damages. This
obligation would also require to assess the immediate and the long-term consequences on
civilian life and objects. Finally, under the customary rule on the protection of the natural
environment, any decision to employ nuclear weapons must be done with due regard to
the potential impact on, and damage to, the environment. §

The ICRC was already questioning the lawfulness of the destructive power
which mankind had just acquired, and had been calling on States to reach an agreement
banning its use, less than one month after the bombings of Hiroshima and Nagasaki, in a
circular sent to national Red Cross and Red Crescent Societies.® In 1996, in response to
the International Court of Justice’s Advisory Opinion7, the ICRC found it “...difficult to
envisage how a use of nuclear weapons could be compatible with the rules of international
humanitarian law.”* These doubts have only strengthened with evidence that has emerged
since. To the ICRC’s view, with every new piece of information about the health and
environmental effects of nuclear weapons and the absence of an adequate assistance
capacity in most countries, we move further away from any hypothetical scenario where
their use could be compatible with THL.

2015 also marks the 70th anniversary of the end of World War II. This is
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unfortunately a time of particular worry from the humanitarian point of view.

The world is increasingly complex, and today’s conflicts, while fewer overall,
affect more people, are more deadly and intractable, and those that are protracted tend
to multiply vulnerability. We are witnessing with alarm a deterioration of the situation in
Afghanistan, Central African Republic, Nigeria, South Soudan, Syria, Ukraine, Yemen ...
The number of displaced persons worldwide due to fighting has attained unprecedented
levels since World War II. Millions of people are exposed to violence and strive to live
with less than adequate water, food, shelter and health services. Hospitals are being
attacked, patients, medical staff and humanitarian workers killed. As a consequence of
such violence affecting healthcare workers and facilities, health services cannot function
well or are even suspended.

The nature of contemporary conflicts — asymmetric, with high fragmentation of
power and proliferation of armed groups, notably — and the evolution of the means and
methods of warfare — such as automated weapons or cyberwarfare — pose many challenges
for, and to, IHL.Q, The biggest challenge however does not come from insufficient or
inadequate rules. It comes from the lack of respect of the existing law, even the most basic
principle to protect non-combatants. Reflecting this great concern, the ICRC president
and UN Secretary-General issued on 30 Octoberm, for the first time in the institutions’
histories, a joint warning about the impact of today's conflicts on civilians and stressed the
importance for respect of IHL in order to stem the chaos and prevent further instability.
As ICRC president Peter Maurer said, “It is an era in which the international community
too often tacitly accepts as a given the harmful impact of war. This is both morally
unacceptable and in contradiction with century-old laws and principles.”ll

In December, the 32nd International Conference of the Red Cross and Red
Crescent in Geneva brought together representatives of States parties to the Geneva
Conventions'? and all the components of the International Red Cross and Crescent
Movement to discuss notably ways to reinforce compliance with IHL and other highly
relevant issues, like sexual violence in conflict and the protection of detainees in non-
international armed conflicts. The government of Japan and the Japanese Red Cross

Society had an important role to play at this major, if not unique, opportunity to progress
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environment, everything happened within a few seconds. But for many of those who
survived, those few seconds have had a life-long impact. Japanese Red Cross hospitals
still treat thousands of cancer and leukemia patients, attributable to radiation. In addition
to the constant physical suffering survivors endure, the psycho-social effects are less
talked about but can be as painful. And we still don’t fully know all the long-term needs
of the survivors. Based on cases where nuclear weapons were both used and tested, the
consequences on their children are now being studied, including children of atomic bomb
survivors who were born in the years following their parents’ direct exposure.1

Other important new information has come out of the three international
conferences held on the humanitarian impact of nuclear weapons, in Oslo (Norway),
Nayarit (Mexico), and Vienna (Aus‘[ria).2 The environment and global climate would be
impacted by both radiation and non-radiation effects of a nuclear detonation, which would
vary depending on the type of nuclear weapons used, the location of the explosion, type
of terrain and weather conditions. What we know for certain, is that one of the major
challenges in the longer term would be the restoration of livelihoods, as vast areas of land
where the detonation occurred would become inhabitable and unusable for a very long
time. Recent research has projected that the use of an “only” 100 Hiroshima-sized bomb,
which is less than 0.5% of current arsenals, would cause more than 5 million tons of soot
from urban and industrial fires to be lofted into the upper atmosphere, making global
temperatures fall by an average of 1.3 degrees Celsius for several years, and dramatically
shortening the growing season in key agricultural areas. As a result, there would be severe
decrease of the global food production and supplies: 20% lower in the years immediately
following the event, 10% lower even after a decade. The world is already ill-prepared to
deal with much smaller declines in food production. In this scenario, more than 1 billion
people around the world might face starvation.’

The International Red Cross and Red Crescent Movement is known for its
responses to disasters and crises, both natural and man-made. Together with the Japanese
Red Cross Society, the ICRC learnt much from its experience in Hiroshima, and in
the past years, we have sought to gain a better understanding of the current degree of

preparedness of Red Cross and Red Crescent National Societies, as well as that of States
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and other international agencies to bring aid to the victims of a nuclear explosion.

The ICRC analysis published in 2009* showed that there is no effective and
adequate international response capacity with which to assist the victims in the immediate
aftermath of a nuclear explosion, while protecting those delivering assistance. The number
of victims will vary greatly, depending on the type of nuclear weapons used and the location
of the explosion. It is however highly likely that the sheer number of casualties and level
of destruction will exceed the response capacity of any first responder, whether State or
humanitarian agency, especially if it occurs in highly populated areas. An overwhelming
number of people would need immediate treatment for severe and life-threatening wounds,
but no such treatment or assistance, nor any adequate place to provide them, would likely
to be available in the short-term. The Hibakusha’s accounts included extremely graphic
illustrations of how people sought assistance, but the hospitals had been damaged, medical
doctors and nurses were killed, and medicine was contaminated. As noted by Dr. Marcel
Junod, the ICRC head of delegation in Japan and the first foreign doctor to arrive in
Hiroshima to assist the victims in September 1945, the city’s capacity to treat victims had
been wiped out. Furthermore, anyone seeking to provide essential services to the survivors
would face unique dangers and difficulties following any nuclear explosion, and the inability
to safely access the affected area would further hamper any rescue operation. There would
be significant challenges in prioritizing the needs, allocating the few resources available,
organizing the transfer of victims outside contaminated areas, and coordinating relief efforts.
The suffering of survivors will only increase.

The use of nuclear weapons also raises a number of concerns under International
Humanitarian Law (IHL). IHL seeks to alleviate the effects of armed conflict for
humanitarian reason, by imposing limits on the choice of means and methods of warfare.
IHL does not specifically prohibit nuclear weapons. It does not regulate their development,
production, possession or transfer. But their use, as with the use of any other means of
warfare, is regulated by the fundamental principles of IHL applicable to all armed conflicts.

These general rules are, firstly, the rule prohibiting indiscriminate attacks, which
requires the parties to distinguish at all times between combatants and non-combatants,

and between civilian objects and military objectives. According to this rule, weapons that
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GGE process and the Tallinn Manual, constitute the way ahead. In that regard, the Tallinn
2.0 Manual due for publication in 2016 is clearly being eagerly awaited.

Whatever the merits of soft law initiatives, and they are undoubtedly
considerable, we should not lose sight of the fact that it is, and likely will remain, states
that make and implement international law. So regional responses by states to Tallinn
Manual and GGE initiatives are likely to be most important. Perhaps there is therefore
merit in regional consultations in order to determine where states agree and where they
differ on the issues we have been considering. But in the end it is for individual states
to achieve their own appreciations as to which law applies in cyber space and how it
applies and having developed their own national positions, then to discuss these among
themselves.

Finally I should mention again the Russian and Chinese concept of the
‘information space’. There is it seems a fear in the West that such notions could lead to
the fragmentation of the Internet calling into damaging question the notion of free access
of all to information, a notion or ideal that underpinned the development in the first place
of the World Wide Web. Of course, all states have an interest in seeking to maintain some
restrictions as to what is undertaken in cyberspace from their territories. National security,
neutrality and other considerations lead to such a conclusion. So perhaps it is not the issue
of states seeking to exercise controls that divides us; perhaps what we are concerned about
are the motives leading to the introduction and enforcement of such controls. This leads
to the interesting question ‘Can states agree on when control of access to information
ceases to be legitimate? If, as I suspect, the answer is ‘no’” we should not despair. At least

we will have got to the right question.
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Seventy years after World War II: the world at a turning point?

by Ms. Linh Schroeder
ICRC, Head of Mission in Tokyo

As we just commemorated the 70th anniversary of the atomic bombings of
Hiroshima and Nagasaki and their inhabitants, it is an important moment to remind the
world about the destructive power and the severe human cost of nuclear weapons. Nuclear
weapons are unlike any other weapon in the scale of destruction, and horrific human
suffering and agony they can cause, and because of the quasi-impossibility to control
and limit their immediate and long-term effects on civilians and on the environment,
particularly when used in or near populated areas.

The International Committee of the Red Cross (ICRC) has been concerned about
nuclear weapons ever since they were used in 1945.

Being invited by the cities of Hiroshima and Nagasaki to the commemoration
ceremonies last August, with the President of the Japanese Red Cross Society and the
International Federation of Red Cross and Red Crescent Societies, Mr. Tadateru Konoe,
was a great honor and privilege for the ICRC Mission in Tokyo, and a powerfully moving
experience on a personal level. Everyone should be aware of the catastrophic and lasting
humanitarian impacts of nuclear weapons. I knew this of course, from my studies,
readings and work. But going to the sites of the bombings, meeting and listening to
Hibakusha brought out many feelings: sadness and horror, but also profound admiration
for their courage and the dignity they display.

In their testimonies of the terrible consequences of the blast, heat and radiation

released by nuclear weapons on non-combatants, civilian objects and the natural

Linh Schroeder, the International Committee of the Red Cross (ICRC) Head of Mission in
Tokyo Since she joined the ICRC in 1997, she has worked mostly in the field in Armenia,
Ukraine, Sierra Leone, Colombia, North Caucasus and Sri Lanka, and recently served as Head
of Regional Delegation in Fiji and Head of Delegation in Chad. She was appointed to the

current position in March 2015.
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be considered, anti-virus and patching arrangements should be reviewed regularly enough
to ensure maximum protection, and so on.

Those are some of the implications of applying the law of targeting to cyber
attacks. There are of course many more implications, but they give an impression of what
we are talking about here.

Applying weapons law to cyber weapons means that if a cyber weapon is of a nature
to cause superfluous injury or unnecessary suffering, it is prohibited. Similarly, if the
cyber weapon is indiscriminate by nature, either because it cannot be directed at a specific
military objective or because its damaging or injurious effects cannot be limited to a
military objective, then it is likely to be prohibited on that basis. Moreover, if a cyber
weapon is intended or may be expected to cause very serious environmental damage
it may also be prohibited by environmental protection rules in articles 35 and 55 of
Additional Protocol I. There are no ad hoc rules of weapons law that refer specifically to
cyber weapons; but depending on the precise technology that is involved with the weapon,
anyone assessing its lawfulness under article 36 of Additional Protocol I would need to

consider whether it is capable of being used in accordance with the targeting rules.

The Future

Now that we have looked briefly and in summary form at the current position, we should
turn to consider the future. Any review of the detail of the Stuxnet cyber operation
against the computer system controlling the nuclear centrifuges at a nuclear installation
in Iran will suggest that deception is going to be a significant feature of cyber operations
associated with future armed conflicts. The law distinguishes between lawful and
unlawful deception operations. Put very briefly, deceptions as to protected status under
the law of armed conflict and that are employed to cause death, injury or capture to an
adversary are prohibited and amount to the war crime of perfidy. Deception by means
of mock operations, camouflage and the like that do not involve falsity as to protection
under the law and that do not otherwise breach the law of armed conflict are lawful as

ruses of war. If it is right that cyber capabilities will enable deception to be perpetrated on
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a hitherto unknown scale, and if such deception may have the effect of so distorting the
enemy’s appreciation of the battlespace as to render compliance by him with the principle
of distinction practically virtually impossible, will current understanding as to which
deception practices are respectively lawful and unlawful be maintained? This author
hesitates to give a clear answer.

It is, however, clear that in future operations the maintenance of robust control
of computer systems associated with weapons, infrastructure and other important
facilities will be of vital importance. Operators need to know when such systems have
been intruded, when their performance has been degraded, the degree of that degradation
and its implications, and will need to have arrangements in place to restore operational
efficiency as soon as possible. During the talk I posed the question, will future wars be
won by the most effective liar, and I would hope the answer is no, but cannot be sure.

The future will also see developments in legal interpretation. The Tallinn
Experts took the view that injury or damage was necessary for a cyber operation to
constitute an attack. They could not agree that destruction of data alone without the need
for physical repair would be enough to amount to damage. So when considering a cyber
operation where the consequences are limited to the targeted computer and where those
consequences consist only of data damage, the current view is that no attack as such has
occurred. However, as reliance on computer control systems becomes even greater and as
legal interpretations continue to be discussed, it seems inevitable that damage to critical
data will at some future point be regarded as damage causing the relevant operation to be
seen as a cyber attack. It also seems likely that operations the ultimate consequences of
which do not involve injury or damage but which cause major disruption, for example to
financial or stock markets or other important national facilities, will in due course be seen
as cyber attacks.

So by what means is the law likely to develop? Well, there seems little
prospect for agreement among states as to new treaty law to regulate cyber hostilities.
Any development of customary law would require overt state practice and it seems that
secretiveness characterises much of what is undertaken these days in the cyber context.

So perhaps soft law initiatives of the sort we discussed earlier in this article, such as the
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under their control from the effects of cyber operations.

If we have agreed that the notion of cyber attack makes sense and that, as a
result, the targeting law rules relating to attacks must be applied to cyber attacks, the
next obvious question is what law applies to cyber weapons. To answer that question
we must first consider how the concept of cyber weapon might be defined. It must be
understood that international law does not include a definition of the word ‘weapon’.
A useful interpretation of the term would seem to be ‘an object, tool or system that
is used, intended to be used or designed to be used to cause injury or damage to an
adverse party in the course of an armed conflict’. Such a notion would certainly seem
capable of application to cyber malware tools used, intended or designed to cause those
consequences. Significantly, such an interpretation of the term also makes sense in
relation to the concept of ‘cyber attack’ as that idea was explained earlier. Furthermore,

if the idea of a cyber weapon makes sense, it follows that the law of weaponry will also

apply.

The implications

Before going any further with the discussion, we should note down some of
the implications of what we have so far concluded. If precautions must be taken by cyber
attackers, this means that they should not attack without having taken appropriate action
to verify that the object of the attack is a lawful target. It means that they should consider
the likely injury to civilians and damage to civilian objects before undertaking the cyber
attack. So it would seem that the network or node that is to be attacked should be ‘mapped’
in some way in order to determine what civilian systems will be put in peril by the attack
and what the consequences for civilians and civilian objects are likely to be. But, |
hear you say, if we go into the target system to undertake that sort of mapping, that will
disclose our attack plan and will allow the enemy to frustrate our proposed attack. This, in
my view, is where the lawyer must take the risk of being unpopular, and must say clearly
that if we cannot gather any information about the expected collateral consequences

without cyber mapping, then we must cyber map and if that would frustrate the operation,
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some other, lawful attack method should be found. Of course, reviewing the effects of our
cyber attacks by way of battle damage assessment will also be important in enabling us to
decide after a cyber attack has taken place whether a cyber target must be attacked again,
and if so, what additional military advantage is to be anticipated from such a ‘re-visit’ of
the target.

We noted earlier that a state in control of territory also has an obligation to
take precautions against the effects of attacks. These precautions should be taken early,
indeed some can only be effective if taken before an armed conflict is under way. This
may not always be practical, indeed it may read a little like a ‘counsel of perfection’, but
states should do what they can to segregate military networks and nodes from civilian
ones. Clearly this may sometimes be impossible, for example in the case of a satellite
in outer space that has both military and civilian functions, but thought should be given
ahead of time to whether such segregation is feasible. Likewise, thought should be
given to whether computer systems controlling critically important elements of national
infrastructure such as power stations, power grids, water purification facilities, gas
distribution systems, air traffic control, maritime traffic control and so on should be
segregated from the Internet. It is appreciated that such segregation will not by any means
exclude the risk of an attack, for example by means of a close access operation, but it may
help to diminish the chance of collateral impact on such civilian facilities.

Thought should also be given to whether there are adequate control of
entry precautions in place to limit access to closed systems associated with critical
infrastructure. The characteristics of the conflict may indicate what level of access control
will be adequate for these purposes. Similarly, the characteristics of the conflict may
indicate which elements of the infrastructure, or which kinds of computerised control
system, are most liable to be affected by cyber operations associated with the conflict.

Other sensible precautions, some of them of the sort that we all take with our
PCs at home should also be taken. IT technicians should be on duty 24/7 during periods
of armed conflict at critical infrastructure sites so that they are in a position to bring the
system back up as swiftly as possible in the event of an attack. Data should regularly be

backed up. The possibility of installing a duplicate, i.e. a back-up, control system should
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to state use of information technology is important.

Some law

Having set the scene, we should now think about how some established
international law provisions would seem to apply in cyberspace. Article 2(4) of the United
Nations Charter prohibits the threat or use of force. The most grave forms of the use of
force constitute armed attacks, and it is armed attacks that trigger the right of a victim
state to use necessary and proportionate force in self defence. That right of self-defence
is an inherent right, in the sense that it is one of the rights that is a defining characteristic
associated with being a state. However, by talking about notions of ‘force’, ‘armed attack’
and ‘force in self defence’, we should not lose sight of the primary objective of the UN
Charter, namely the maintenance of international peace and security. That is the purpose
that should always be kept in mind when the Charter’s provisions are being considered.
To this end, states should resolve disputes between themselves peaceably. So does it
make sense to apply this UN Charter regime in cyberspace? I would rather turn that
question round, and pose the essentially rhetorical question: does it make any sense at all
not to apply the UN Charter regime in cyberspace. I venture to suggest that the answer is
a resounding ‘No’.

So if the unthinkable happens and an armed attack is followed by force in self-
defence, the resulting situation is liable to be an armed conflict between states to which
article 2 Common to the Geneva Conventions of 1949 applies, that is an international
armed conflict. At this point it is worthy of note that, when advising as to the legality
of the threat to use, or actual use of, nuclear weapons, the International Court of Justice
pointed out in paragraph 39 of its judgment that international humanitarian law applies
“to any use of force regardless of the weapons employed”. Later in the same judgment,
at paragraph 78, it referred to a core element of international humanitarian law, namely
the principle of distinction, as a cardinal principle of law. It follows from all this that the
principle of distinction applies to the conduct of cyber hostilities. So the next thing we

must do is to find out what the principle of distinction requires.
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The idea behind the principle is to be found in article 48 of a treaty adopted in
1977 called Additional Protocol I. That articles states that “...the Parties to the conflict
shall at all times distinguish between the civilian population and combatants and between
civilian objects and military objectives and accordingly shall direct their operations only
against military objectives”. That is the basic principle that applies to military operations.
Most of the specific rules in targeting law are, however, concerned with attacks, and the
concept of ‘attacks’ is defined in the same treaty, Additional Protocol I, this time at article
49(1). Attacks are considered to be acts of violence against the adverse party, whether
in offence or defence. So it doesn’t matter whether the attacker is taking the initiative
against the enemy or trying to ward off an enemy advance, if a violent act is being used an
attack is being undertaken.

This idea of ‘act of violence’, however, immediately causes a problem in
relation to cyber operations. If the most violent action of the attacker is to press the enter
key to despatch the malware, how can that reasonably be considered an act of violence.
Well, the Tallinn Experts came to the conclusion that it is the violent consequences of
an act, whether in the form of death, injury, damage or destruction, that cause a cyber
operation to become a cyber attack. That is an approach that would seem to me to make
eminent sense. After all, if you consider the firing of a rifle, the person firing the shot
merely depresses the trigger, whereas the aspect that represents the true violence consists
of the effect of the bullet on the target, whether that target is a person or an object. So this
interpretation of a cyber act of violence would not seem to be too far-fetched.

If the idea of cyber attack can be accepted, this would seem to enable us to apply
the vast bulk of targeting law to such operations. The issue then becomes not so much
whether the law applies as how it applies in the particular circumstances of cyberspace.
Indiscriminate attacks are therefore prohibited in accordance with article 51(4) of
Additional Protocol I. Cyber attackers are required to take all the precautions as specified
in article 57 of the same treaty. Accordingly all involved in cyber operations will be
required at all times to take care to protect civilians and civilian objects. Moreover,
parties to a conflict that are in control of territory will be required to take all feasible

precautions, to the maximum extent possible, to protect civilians and civilian objects
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Cyber warfare law and the Tallinn Manual
by
Bill Boothby

Setting the scene

During a recent visit to Tokyo kindly arranged by the International Committee
of the Red Cross, I was invited to speak on 8 October 2015 to an impressive group of
Japanese academics and scholars about the law as it applies to cyber warfare and the
Tallinn Manual. At the end of the talk, I was asked to prepare a short paper explaining the
issues that were discussed during the presentation. This is that paper.

There is frequent talk these days about cyber issues, but what do we mean by the
term ‘cyber’. I think that the expression refers to the use of one computer to interact in
some way with another computer, whether by detecting what that other computer is being
used to do, by altering the performance of that other computer or simply by ensuring
that the two computer systems operate together harmoniously as they are designed and
intended to do. So this suggests that notions of cyber warfare refer to the conduct of
warlike hostilities by means of computers and that cyberspace is the new, man-made
environment created by this process of computer interaction.

A legitimate question is whether cyberspace is an environment in which there
is no law. Is it, in short, the new ‘wild west’, or, to express the thought as a question, are
there any sensible rules that restrict the potentially hostile use of cyberspace? I hope to
persuade you in the course of the following paragraphs that there are.

An International Group of Experts brought together by the Cooperative Cyber Defence
Centre of Excellence in Tallinn, Estonia, discussed these issues over a three year period
and published two and a half years ago an International Manual on the International
Law applicable to Cyber Warfare. Let me be clear. This Tallinn Manual does not have

the status of a source of international law as such. There are only two main sources of
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international law, namely treaties, or international written agreements between states
that bind them at the legal level, and customary law, or the general practice of states
undertaken in the belief that they are legally required to behave in that way. This Tallinn
Manual is neither of those. It does, however, represent the collective view of the Experts
as to what the law as to warfare in cyberspace is. The Experts agreed about the content of
the ‘black letter’ rules printed in bold script in the Manual and the narrative accompanying
each rule, printed in normal script, explains the legal basis of the rule, gives its meaning,
notes relevant issues about which the Experts either agreed or were divided and
generally assists the reader to gain a clearer understanding of the import of the rule. It
is the agreement of the Experts about the black letter parts of the text that distinguishes
International Manuals like the Tallinn Manual from edited books and other collective
writings.

It should be appreciated, however, that the Tallinn Manual was largely informed
by the views of Experts from NATO states. Countries such as Russia and China would
not necessarily agree with all that is set out in the Manual, given that they tend to focus
on notions of an information space in which they note that sovereign authorities have the
right to control access to information, whether on the Internet or elsewhere.

Another collective process is considering developments in the field of
information and telecommunications in the context of international security. The UN
General Assembly established a Group of Governmental Experts (GGE) from 20 states.
Their 2013 Report noted that international law, especially the UN Charter, applies in
cyberspace. The Group agreed on the need to establish international stability, transparency
and confidence in cyberspace, noted that confidence-building measures can enhance trust
and assurance, noted the importance of capacity building and of an open and accessible
cyberspace and that all such efforts support a more secure cyberspace. In its more recent,
2015 Report the GGE recognised that states are developing ICT capabilities and that the
use of ICT in future conflicts is more likely including against critical infrastructure. They
proposed voluntary, non-binding norms, rules or principles of responsible behaviour,
commented that existing international law obligations apply to the use of information

technology by states and that common understanding as to how international law applies
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